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Introduction

o SMT extends SAT to include first-order logic and various theories (integers, reals, arrays, strings, bit-vectors, etc.).
e SMT-solvers determine if a formula with first-order logic and theories is satisfiable.

o Standard SMT verification is limited to fixed bit-widths (e.g., verifying 32-bit code does not guarantee 64-bit safety).

e We introduce a framework to prove properties for parametric bit-widths k£ once and for all.

The Theory of Parametric Bit-vectors Solver Architecture

New Theory: Tppy, characterized by: A solver architecture for admissible T'p gy -satisfiability:

Y0
e A single sort, PBV.

SOLVE
An admissibility function (ADM) that ensures *
bltl—w.lsl|th| ?ﬁsl‘s)tency (e.g., +py is well-formed { R O1 | Tpans 02 pows-solver
a4 &M-solver
A cleaner and simpler formulation.
Enables reasoning about bit-widths within the smt-switch cved

theory.
RWg Dedicated rewriter for PBV formulas.

Satisfiability Definition: ¢ is admissibly Tppy/-
satisfiable if there exists a I'ppy -interpretation that
satisfies o A ADM(¢p).

Trans Translates PBV to Integers with overlow behaviour.

Solvex Abstraction-refinement loop for powy and &V.

Bitwise Elimination

Piand Lemmas

Bitwise OR (]) and XOR (©) are eliminated using The abstraction-refinement lemmas for &":

Hacker's Delight identities:

base (E>0Nz=1Ay=1)= & (k,z,y) =1 CADE’19

vy~ (z+pY) -5 (z&y) max (kK >0A(x)p Ay =pows(k)—1) = &"(k,z,y) ==x CADE’19

@y~ (r|y) —n(v&y) min~ y=0=&"(k,z,y) =0 CADE'19

idem (k>0A(x)p Nx=y)=&" (k,z,y) == CADE’19]

contra (x4 y) mod powsy(k) = pows(k) — 1 = &"(k,xz,y) =0 CADE’19

Remaining bitwise AND (&) operations are mapped range 0<azA0<y=0<& (k z,y) < min(z,y) CADE’19]
to a new integer operator &N called piand. empty k<0= &Yk, z,y) =0 New
Isb r mod2=0= &"(k,x,y) mod 2=0 New
We prove that this translation into the integer the- one  (k>0Ay=1)= & (k,z,y) =2 mod 2 . | New
ory does not require modular arithmetic. sumy (k2 0Av>0A (@) A ()o) = &5k, 2,y) =2 i exi(@) - exi(y) - 2° New

Sym (x=wAy=2z2) =& (kx,y) =& (k z,w) [CADE’19]

diff (k>0ANz=wAzZ2yAN{@)p Ny = (& (kz,2)2yVE& (kyw) %2zx) [CADE’19]

Benchmarks Evaluation
. Compiler Optimization: alive Configurations Results
e Benchmarks from LLVM optimization. Attribute BASELINE EAGER PBV Set # | BASELINE  BEAGER  PBV
alive 200 71 93 107
| Vltinle Bit-ui
. Handcrafted: rewrite, syrew ultiple Bit-widths . v v i — e - —
Lazy pows X X v :
h h ks for SMT 1 luat; N rewrite 2006 658 1221 1331
e benchmarks for solver evaluation. Lazy & X X v syreu y— = — 912
] . -elimination X v v
. SMT Internals: ic, icfb, lemmas | Lemmas 70 12 14 23
P -eltmination X v v icfb 46 1 9 12
e ic and icfb: local search approaches. >> without mod X v v mutant 9441 669 1084 4863
: : : e N
e lemmas: Designed for bit-blasting scalability:. New lemmas for & . v v Total 13443 2012 3199 7325
New lemmas for pows X v v sat 0 0 3641
. Mutated: mutant RWhg y v v unsat 2012 3199 3684

e Mutated benchmarks derived from the other

sets e« Both EAGER and PBYV improve performance on all benchmark sets.

e PBYV is the first to solve satisfiable parametric formulas.

Summary

o We introduce a new theory for parametric bit-vectors (Tppy ).
e We propose a lazy abstraction-refinement algorithm for solving T’y formulas.

e Our lazy-based tool demonstrates significant performance improvements over existing approaches.

e Future Work: Integrate the implementation into the cveb production branch and explore proof production capabilities.




